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Cyber-Physical System (CPS)

A cyber-physical system (CPS) consists of a collection of CPS

units communicating with one another and interacting with the

physical world via sensors and actuators in a feedback loop.
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Open CPS
CPS system shall provide an open connectivity with the external

world via the CPS gateway

CPS system may provide sockets via an I/O Hub (e.g. OBD in

automotive)
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CONNECTED TO THE CLOUD

• Becomes an access point to the Cloud

• Platform data center & data distribution through 

efficient In-Vehicle Network
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Security Is Not An Option

Connected cars need security
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Security vs Complexity 7
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Automotive Cybersecurity

• The number of attack surfaces, from wireless 
connections such as cellular, Bluetooth, Wi-Fi, and 
wired connections has dramatically expanded 
within the last few years. 

– The FCA Hack

– GM and Tesla Hacks

– Hacking BMW’s App

– Anti-theft Immobilizer Flaw Affects Numerous OEMs

– Nissan LEAF Hack
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Attack Surface
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TAPPS is making Driving More 

Connected 

and More Secure 
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Multilayer Security
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Trusted Boot

• To ensure a products integrity code should be 
authenticated before it is run

• Secure boot uses cryptographic functions to 
confirm the authenticity of a code image before 
allowing it to execute

• A multi-stage secure boot process, is one where 
each stage authenticates the next, hence a chain 
of trust
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Why Securing CAN?
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Example of Drivetrain CAN 

network
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Secure CAN (sCAN) 15

– to securing the communication between enables sCAN bus devices while supporting 
legacy CAN devices. More particularly to require low computation capabilities that 
enables real-time support

– to support in parallel secure and non secure communications

• By the creation of a secure set of ECUs 

• by implementing secure broadcast communication within the secure set 

– to support any high level protocol (eg KW2000,…) 

• No change required to standard CAN protocol and hardware

– to resource constrained ECU devices 
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Firmware Update Over the Air
• End-to-end vehicle security depends on securing 

all the electronic internal and external networks 

and ECUs

• Securing remote user interactions with the 

vehicle

• Increasing number of ECUs in vehicles combined 

with increased network capability creates more 

targets for compromising vehicle security

• Upgrading software to patch vulnerabilities and to 

remove servicing cost 

• TAPPS is protecting internal and external 

networks
sCANsFOTA

What More Secure Driving Means
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(Energica) Directory Repository

Secure FOTA (sFOTA)
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Connectivity Node - sFOTA Procedure

Initialize

• Activate Wifi and 

4G Modules

Termination

• Deactivate Wifi

and 4G Modules

Main Execution (one-time)

• Check if Firmware update is available (internet)

• Download available Firmware update

• Start Firmware transmission procedure

Connectivity NodeWifi / 4G T-Dash

Activate ModulesCheck for Available Firmware Update

If update exists

Download and retrieve the new firmware

Firmware

Split the firmware into chunks of 

4048bytes

Fi rm wa re

CRC CRC CRC CRC

Calculate the CRC16 for each chunk
Check if T-Dash is ready to receive the 

firmware
If T-Dash responds affirmativePop each ordered chunk

Split it into CAN Frames and transmit them through 

SecureCAN

After the chunk transmission, send the CRC for validation

If validation fails, retry (max 3 times) else abort the procedure
Continue with the rest of the chunks

Fi rm wa re

Send Firmware termination frameDeactivate Modules

Firmware 

upgrade
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H2020 TAPPS: real testcase
Next generation Automotive DASHBOARD based on STM32 with external 

connectivity to WWW and secure CAN

The Tesla of the motorcycles

Preliminary Prototype

LTE 

Modem
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Takeaways: TAPPS in Automotive

Connectivity Node T-DASH

REE

Optional
TEE

HiKey Board STM32 Board STM32 Board

s
C

A
N

E
th

e
rn

e
t

CEE

F769
F779

CEE

OBD

Ethernet

SeCube

Trusted / Untrusted

EvesDropper

sCAN

Vehicle Data Bus

ABSMotor

DTB BUS DTB BUS VDB BUS

VCU BMS
Security 

Bridge



Marcello Coppola (ST) & George Kornaros (TEI)

Encryption Accelerators

• NIST FIPS 197 compliant implementation of AES
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Crypto Acceleration on 

STM32F779NI
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